



































































































































Lecture 9

Selection Problem

Exponential Mechanism

Watch out HW2
Released today or tomorrow



Previously on Differential Privacy

Algorithms Problem

Randomized Response Release Numeric Statistics
I 1

avg histogramLaplace Mechanism
i

Today I generalization
ggenerdizdiqopmp.nl

ygpnerties

Exponential
Selection

Mechanism Problem
Pose Processing

Group Privacy

Agnostic to
ALG's



Selection Problem
Heavy Hitter
Example A set of websites 1 d

Visit a subsetEach user submits X E EI d of websites
Winners website with the highest score a VjC Et ad

qty x f il c X 3tl Notation

The set of users Sl Cardinality
who visited website j 4 or

in the dataset x Set howmany
elements
are in SWant to find website j such that

Error mga ftp.xl ffjix
is small q

One proposal p

Run Laplace Mechanism

to release fly x for all j eEe d

then output j with the maximum
noisy score

q
fiddingd

Laplace noise scaling



Example 2 Pricing a digital good

Selling an app what price
n people's valuations How much are they willing

to pay
price

Xi is private
valueRevenue Gdp x p i x p

Error map ftp.x GCAfgi x

optimal Revenue Price returned by
your algorithm A

4 people Xi 1
1 2 1
13 1

4 4.01 optimal price



Formulation Selection problem

Yi possible outcomes e.g websites prices

G XXI 3 R scorenfunction e.g hits revenue

measures how good y is on dataset X

G is b sensitive if It get
fly has GSqso

Exponential Mechanism Aem X G E

2gOutput an outcome y with probability Iproportionalto

exp Io NyixD

For this class assume outcome space 4 is finite
PIAemlx.gr e 01 9 exp o fly x

Normalization factor Cx Ey exp Ezo 819 x



Privacy Proof

Theorem For every 0 sensitive G
A'Eml G E a is e DP

Proof Fix any neighbors X X any outcome GEY

Goal to show PIA y

d I pcaa.y.gg
e'PE fly x

PEACH 9 in IT exp fly xD
e'PEACHY

q
expffo Elgin

g sexpcg
Plugin

P fly y
expt

exp gig x asX'D e exp

Cx Fey exp fly x For any y

Ey explE exp fly expl 81g xD

explez Ca e'PIE exp qq.my

because

e exp E exp Him

expteoqy.EEexplE



Exp Mechanism is everywhere

Laplace Mechanism YER
fix R fly x ly feat

error

Laplace mechanism sample y w p

proportional to exp 2 ly flat

µxHLaplb

Randomized Response 4 off
fly x Ily Eth

private bits

RR samples y with prob proportional to

expff lly xD

Recitation on Friday in person
w Justin



How useful is EM

Theorem Y is finite Let Y d

Then ftp.mt.Gmaxlx 814 x s Inca 11

Tail Bound
pf quay fly x Ind tt s eft 0

YuAem

Proof


