



































































































































Lecture 8

Nice properties of Dp
Composition

Post Processing

Group Privacy



Definition Differential privacy

It is E differentially private if
for all neighbors X and X
for all subsets E of outputs

PLANE E e ee BEACHEET
t

How small can he be



Adaptive Composition

F Yy k Yz

d



Adaptive
Composition of 2 mechanisms

suppose Ae X Ye is Ee DP
A 2 41 14 Yz satisfies Ez op

Fft fromAu
VITEKThen ACH y Aix

Az for all
return Cy yz

is Est Ea DP

total E Privacy Budget



Composition of K algorithms As tk
The choice of Az depends on As Air's output

The adaptive composition of Aa dk
is CEE et
where each Ai is Ei DP



Group Privacy

Lemma Let A X Y be E DP
If X and X differ by K records

then for any E EY

PLAGGE E e PTAGEE



Post processing Lemma

x tats b
TDp

Iemma If A X i Y is E DP
then B Ac is E Dp forany Bin

Release

f x c Toit

f x t Z K 7 taste
9
Lap clipping fix tZ

min faatz I



Post processing Lemma

x Tata b
Ip

Iemma If A X i Y is E DP
then B Ac is E Dp forany B Yay

See lecture note for proof



Group Privacy What is revealed about K people
Lemma Let Ai Xn Y be EDI
If X and X differ by K records

then for any E E Y

PLAINEEI E e PEACxs.EE

Proof by picture

same.EE EEa
X

For each 2 PI Ale c E ee PLACx Yee

PEACH c E see PEACH Ef

Is
placed c E ee PLA x f Ef

PIAC KEI Eek.PTtfxfYtEf
X



Observation Any two data sets x I c X
differ by at most n records

PEACH c EI e en RI AIMEE
If E is much smaller than the e.g zion

then the two prob are almost the same

No useful info is revealed



Interpreting Differential Privacy

What should privacy mean

Naive hope
You cannot learn anything about me



Alice is a smoker

Smoking Lung Cancer

But we learn about this whether or not

Alice's data is in the study



Differential Privacy Implication

We learn almost the same thing about Alice
whether or not her data was used



Variations on DP

Additive variation

PEACH EE E PLAIDGET S

Still has composition postprocessing groupprivacy



Name Shame Algorithm

Nsg Xz Xz Xn

For each 2 1 n

Release k
Xi w p S
1 w.p.CI 8

For 8 in the order of tn e.g

Nss releases some people's data in the clear

Nsg satisfies 8 additive variant of DP

PEACH c E E PEACH c E 8

its ok if 8 ca th eg

Approximate differential privacy

forall neighbors X X for any EEY

PIA EET e ee PIACHEE S

l
CE 8 differential privacy

A is only meaningfully private for safe


