



































































































































Lecture 5

Recap

Definition of Differential Privacy
Randomized Response

Laplace Mechanism

HWI is posted due on Sep 26
Sunday

Recitation on Friday
No Problem set DP Review

Randomized Response
Laplace Mech



Neighboring datasets

Xz
Xz Xz

X i A Acx x

X I A AH
Xn

Xn
DataSet Data Set

X is a neighbor of x
if they differ in one data point



Definition Differential Privacy

A is E differentially private if
for all neighbors X and X
for all subsets

yen of outputs
PLAGE E SEE PLAID EE



Definition Differential Privacy

A is E differentially private if
for all neighbors X and X
for all subsets E of outputs

PLAGE E SEE PEACH EE
Elite

E Privacy Loss parameter

Small constant to 1 but not fo or 100



Example Randomized Response In lecture 1

Each person has a secret bit Xi 0 or Xi 1
Have you ever done XYZ

Input XI Xn
Output Ya Yn

RR x
First coin

IT
Secondcoin

I
1 O



Theorem RR is Info diffentially private

Basic Proof Strategy

for all neighbors X and X
for all subsets E of outputs

MA eel ee
peace

It
PTAH y s.eePIACxD Y ft
for all y in Y t

oFputspace we prove



How to construct an estimate

Input CK Xi Xn C 10,13

For 2 1 hi

Yi II
with probability 34

with prob 4
Return Yi Yn

Goal want to estimate f In It Xz
Observe f tu Ei Yi
Estimation P a y b

Trials
a bQuestion What should a b be

µ a yImplicit Goal Find a Gb

Ftp p
Unbiased

Y y estimate

gift fpy EI nElaYitbD
random

a II ETH t bVar Linearity

of Expectation 4
Ok

Yi Xi
3 4 Yi X Yi I Xi



FLEYit I Xi t ECi Xi
Ii

FLEET a In E t 4 b

Eth Xi t E tb PT
p unbiased

condition

a 2 b I

In HWI I
Generalization



Noise addition Laplace Mechanism
function f

Input t
Output

Xt Xn A A fast noise
Randomized

Goal Release approximation to f x c Rd
e.g ppl wearing socks

Intuition f Ex can be released accurately
if f is insensitive to the change of
individual examples Xe Xn

fan

i
e

Sensitivity



Sensitivity
Intuition fEx can be released accurately
if f is insensitive to the change of
individual examples Xe Xn

Global Sensitivity

Goof x.mx.axnegnb.rs lfcH fcxmH1

ell one II Hi Hulk Ivy
norm

it ka tht Txf ain't'inorm



Laplace Mechanism
Global

ACx fCx t za zd senfitivies
k t
where each 2 a drawn aid from Lap

Yofstansentioni

pagan
Facts Z Laplb El1121 b

Prob

density fund PDF z expf HD

Theorem AL is E differentially private
t t



Examples Gsg Yaf Ufcw fCx'M
Proportion fCx In Xi

fraction of people wearing socks
Gsf In

Histogram
mxYx Itn Xi taxi't E In

age groups
increaseby a IvIv Data domain 4 131 U Bz U UBdHmt fCx ni nd Nj Ii a Bydecreaseby fI

l X x
fount

total difference 2
fan ful


