



































































































































Lecture 3 Reconstruction Attacks Part 2

Recap on linear reconstruction attacks

Reconstruction Attacks w lessqueries

More efficient attacks
Reconstruction Attack in practice Reading

Announcement






































































































































Linear Reconstruction Attack

Introduced by DinardNissim in 2003

Mdaigerstecrebit
Release count statistics people satisfy someproperty

How many people are
olderggg40 have secret bit 1

innerdot
product f X É 912 s for some Y Z 0,1

Boolean function

f X 4121 4122 4 Zn Se Sn
bit vector tfo.it rtbits






































































































































Releasing K Linear Statistics

Released FAT att

f
se

i iteStatistics

egg
I Secretbits

SIX Sn

ftp.piiijonyTata

Examples

4 Z I Zg is older than 40
42 Z 1 Z is older than 40 andmale
431211 1 Zg is older than 20 and male






































































































































First Reconstruction Attack

You can't release all count statistics with non trivial accuracy
an xn

Queries 1 2

For every v e 0,13 Fu V
matin manana f s

F Secretb

IF the
answers a ueeo.sn Ave out E s art't

choose 5 eat In ftp.s a
ht
Released

answer

Theorem I s 511 42h






































































































































25

Theorem If all 12Th counts are within In error

then s I disagree on

E42nbit.se
20

Not practical 2n






































































































































Reconstruction Using Fewer Queries randombits

Released Statistics as 2 on

Attack Choose THE random 4 21 0,13 tie 49
k random vectorsgueries Fi C 0,13

suppose that answers tie Ik IFi S ails 2hFind 5 c 0,15 such that field I Fi J ails 2h

just a constant
t previously

Theorem Hs 5111 E 2562in 42N
with high probability 99

of the
tined

aes 5 Halle IE lait ell one norm

Hath IET ell twonorm






































































































































think C1
Theorem If we ask Och random queries f C 0,13
and all answers have error E 2h
then reconstruct 8 such that Ils 5th E 0 22 n as06

C 22h2

How to parse this

Improvement n a 2

whined then 2 ri ca n Ils Shan
Forexample 2 1040 2ns Tnf In Ent

us 5th Ed
Why is this an interesting case

qpwh.im ja ItafSet
How

IIe slap c 457 HEA sj

ftp.samlrycz.p.gg
is roughly InSampling error in TZ






































































































































Proof Idea Space of
K secretbitrectors

Reconstruction Method
o

yea
Given faeries Fe F random

0 0 O O

o o o
Answers Ae A

O 0

go
o Find It at that IminimizesT

o
o 700 0

Max
e error Max want

o EEE kz Fi 5 Auc smallQ o o o n n
o O O I

o o Output 8 answer IReleased
o o 0 evaluated

aa.in read
s an.nu

m.ae Fi.s aifE2n
1

givenby a random Guay Fi v find 5 such that

title k III T Ail Ean

Feasible because s satisfies
all of them






































































































































Proof Idea Reconstruction Method
5 satisfies Given queries Fa Fk
may Fi 5 ai e an answers At s Ak

Find 5 e 0,1 that minimizes5 is eliminated if Max
EEE ok E J del7 Fi sit E 5 ay an

Output 55 is eliminated by Fa

For every bad 5
some random

query eliminates 5 with high probability






































































































































Proof Reconstruction Method

fÉsome bad s not eliminated Given queries Fa fi
answers At s Aks Eyeliminated

Find 5 e 0,1 that minimizes
Max
EEE ok Fi 5 ai

Output 5PTS not eliminated

P If i J is not eliminated

forall

PI s not eliminated by Fa
I E s 2

an

Tita III
iii






































































































































Proof
Intuition

Key Lemma T s s e 1 at
y
badcandidate 1 If tj 1If Ee 0,1 s t

1 Fg I met
11s 511 me Iain m wp I

coordinates If Tj 1LIFE 1 be random 1 Fit I t

Fits Tterms

PLEIAD item

sufficient prob
mass Staden Normal dese 14






































































































































Efficient Reconstruction

Reconstruction Method
Linear Programming

Given queries Fe Fk Max
Xeyzd

C X
answers Ae Ak

S tFind 5e that minimizes
fief.kz vi XE biMEE ms Fi.s a u

qOutput 8 Can solve in polynomialF

Relax
time

I
NPhard

C 0,1
Constraint Satisfaction Problem I rmndifscfo.it

Jj o b 58 1
withprob ob








































































































































Attacking Diffix private analytics product byAircloak
check out the Diffix Challenge

I
loan Status

1

I

O
Count query

Client

I loanStatus iddentifers
Eretbits

i 10 2000
i

3000 1






































































































































Difference Attack

c I

I











































































































































































































































































Attack by Kobbi Nissim Aloni Cohen 2018
prime
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