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Facebook ad campaign targeting interface

Ref Kordova
PrivacyviolationUsing
MicrotargetedAds A CaseStudy



Warmup Difference Attacks

Qi How many people were born in 1992 and live in Zipcode
15206 and have a heart disease

A i I less than 5

Q How many faculty members CMU joined before 9 1 2020and have had a heart disease
A 37

Q How many faculty members CMUjoined before 9 2 2020and have had a heart disease
A 338



Reconstruction in the US Census D
3 Males
Ages Ae Bec
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13 30
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Atc 102 Garfinkel AboudMartindale 2018

A.C has 30 possibilities

Before 12513 possibilities



Reconstruction in the US Census 2010

T
Survey 5.5 billion simultaneous equations

on 18billionunknowningers



Reconstruction Formulation

Dataset X
Statistics fi Fk
answers

are f x
Az f X I approx
i
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Reconstruction Problem Given constraints fix ea

find a dataset I that is consistent w the constants



Linear Reconstruction Attack

Introduced by DinardNissim in 2003 evelopment of Differential privacy 0

Dataset
X Format

E identifiers S Secretbit
Release count statistics people satisfy someproperty

How many people areolderthayn40 have secret bit L
property 4 2j

f X En NZ Sj for some Yi 2 0,13
H

f X 4124,4122 tl ZnD S1 Sn
r

property bit vector secret bit
dot product rector

inner product



Releasing K linear Statistics

x

4167

SI
Released 9
Statistics

x
1 Seretbits

Kafka Sn

f x Fi s

Examples

4 Z I Zg is older than 40
42 Z 1 Z is older than 40 andmale
431211 1 Zg is older than 20 and male



First Reconstruction Attack

You can't release all count statistics with non trivial accuracy

A number of peopleQueries e 1 2

For every v c 0,13 Fu V

True Released
Reconstruction answer answer

I I
Suppose the answers Av veqo.in f ve oaf III s Arl Edm

56Choose 5 c Eat HN lfv 5 auls2NLTheorem H s SH s 4am
Constraints

Reconstruct 80 of the bits
L 20



Theorem If all 2 counts are within an error
then g 5 disagree on E 42N bits

Proof Intuition Assumption

Afi Released answerS 1011
i f s true answer

5 10100 i laf f slean1

propertypg that captures the diff 1 ReconstructionI
Statistic f Find 5 such that

Iaf f 5 a an

2K 2h
man at e

f cannot fbe affar



Theorem If all 2 counts are within an error
then g 5 disagree on E42nb

Proof Sketch

Twosets
Sot J i Sj 0 sj 1
Sto j Sj I 5g o

proofbodContradiution

If Hs 5th 42N Ee norm I Is I'd
Isnt 22h on Deol 22h

geg
lsg sjttEesoFnI

IThen there exists NE 0,13 such that I v s 571 22h
IV 5 au 22h IVs au 2h

Triangle Inequality IV 5 avl IV is sit
T Hs au

Contradiction since IV 5 aulean in ohfnreioiii.io

No class 9 6

No Recitation this Friday

Reading for next Weds



Reconstruction Using Fewer Queries

Released Statistics 2

Attack Choose K 20h random 4 21 0 1 Kieth
K random vectorsqueries Fi E 0,1

Suppose that answers a tie Ik Fi s ai san
Find 5 e 0,1 suchthat field IF J a fan

Theorem 115 5111 E 2562in


