



































































































































Lecture 11

Selection Problem
Approximate Dp
Gaussian Mechanism

Announcement

Recitation fin persa Friday

Guest Lecture Jon Ullman

Will post Zoom Youtube Link

Next Weds






































































































































Selection problem

Yi possible outcomes

of YxX4 R score function

measures how good y is on dataset X

G is b sensitive if V get
fly has GSqso



Exponential Mechanism AE X G E O

Output an outcome y with probability proportional to

exp E qty x

For this class assume outcome space Y is finite

PI AemCx 8 e 07 9 exp E fly x

Normalization factor Cx Fey exp E fly x



Privacy Proof

Theorem For every 0 sensitive G Privacy

A'EMC G E a is e Dp
Guarantee

Utility Guarantee

htt o
g In

Gmaxlx fl'Jix Unld tt set 1

error threshold1 failurperobability

Tail Bound on the error
error Bound



Selection Problem Example
Heavy Hitter
Example A set of websites 1 d

Each user submits Xi E EI d
Winner website with the highest score a VjC Et ad

qty x l if 8 EX u
user visitingError

may Gtix flatxlix
Gmax

Error Bounds

Exp Mech

W p 99 error s 2Inlloodle
Laplace Mech

Skip Release fly x Lap Gses Vy

Gsg m.gg Ida 184in Hj x'll D
y

Error 4 14



Report Noisy Max

Arun X q d e i

1 For every
outcome 9 1,2 d

Fresh

Ily fly x 1 Noise c Not Releasing

2 Return if argmax
Noisy max yea dz

TH

a
maximizes fly

What Noise

Laplace Noise
Lap

RMEIpmniiiiiiidise.is I
Gumbel distribution

Recover Exp mech

RNM noise Gumbel exp mech

density h p
fete t



Other Perturbations



Theoremm Aram is E DP E Privacy

Ax Y Aram x G D e

Expectation II fly x a Gma Ind 11
Tail
Hero PT fly x Imax Ind expft

4
Utility



Approximate Differential Privacy

E s DP

Gaussian Mechanism



Definition Differential privacy

It is E differentially private if
for all neighbors X and X
for all subsets E of outputs

PEACH c EI e ee PEACHEE
Is this too stringent

Suppose there is some EE Y such that

PEACH c E Ez o

and PTAH't c E O



E S DP

It is E 8 differentially private if
for all neighbors X and X
for all subsets E of outputs

PEACHEE see PIAC EE 18
l l

Multiplicative Additive
Approximation

Approximation

Naming Convention Interpretation of 8
E DP CEoTDP pure DP probability of PrivacyFailure

G 8 DP approximate Dp



Name Shame Algorithm

NSS Xa Xa Xn

For each 2 1 in
X Wip 8Release Yi t w.p.cl s

NS satisfies 0 8 DP
If 8 In Feleasezzo in the clear

Set

Ito too Paper wring S E



Preserve Nice Properties

Post Processing

ce.siDP A iXn Y fit Y

Adaptive
f AG is G s Dp

Composition

A X 7 Y Cei.se op
A 2 19 4 42 Easa DP

Basic
Composition Aix Az x Aix is Eets Sets DP



Example Truncated Laplace
For f with GSf I

A fCa t Z
Truncated

Laplace PEI t een H fake
0 If T

c J e
Z

de
Boundedratio rACx

i Aaa

fade fG fly faster
g

PEEKED s 8 7 0Closest
Atx

CES OP



Gaussian Mechanism

1 dim case fiXM R.co GSf
oACxIfhdtNfo 2q f

Gaussian

Gaussian dtst NCM.gg
stigma

Paolo expl CE.SI
g
Yi Lap

4



How to prove E s DP

For E DP suffices to prove

Hye's PTAay se PTAcity
FEET PTACHEEJEEPTANEE

A YE Good set w bounded ratio of ee

PI Bad set es



Theorem For any ESI 8 0 theG dim Gaussian Mechanics

satisfies ES DP

1 dim case fiXM R w GSf o

Atx that Nfo Y


